
Large Language Models as Weapons: AI-Driven
Misinformation, Cyber Threats, and Security-by-
Design Solutions

Introduction

Artificial intelligence (AI) has rapidly advanced in recent years, with large language models (LLMs) like
OpenAI’s GPT-4 and Google’s Bard now capable of generating human-like text at scale. These systems,
trained on vast swathes of the internet, can carry on conversations, write articles, produce code, and
even  mimic  individual  writing  styles.  Such  capabilities  hold  immense  promise  for  productivity  and
innovation – yet they also introduce serious risks. Experts are increasingly alarmed that LLMs could be
weaponized as tools of misinformation, cybercrime, and warfare . The ability of LLMs to produce
content indistinguishable from human output is disrupting the information landscape . Malicious
actors  –  from state-sponsored disinformation campaigns to  cybercriminals  –  can potentially  exploit
these AI tools to automate and amplify harmful activities. In short, LLMs have become a double-edged
sword,  offering unprecedented power  to  create  and communicate,  but  also  a  potent  new class  of
weapons in the wrong hands.

This  paper  provides  a  comprehensive  examination  of  how  LLMs  can  be  used  as  weapons,  the
implications for global security and society,  and what can be done to mitigate these threats.  We first
outline the emerging role of  AI,  and LLMs in particular,  in modern information warfare and hybrid
conflicts.  Next,  we delve into specific threat  domains:  disinformation and propaganda,  as  well  as
cybercrime and hacking, where LLMs dramatically lower the barrier to entry for malicious endeavors.
We discuss concrete examples – from AI-generated political deception to automated phishing – that
underscore  the  severity  and  urgency  of  the  challenge.  We  then  explore  the  overarching  risk  that
humanity  could  “lose  control” of  the  information  ecosystem  (and  potentially  of  AI  itself)  if  these
technologies continue to outpace our safeguards . Finally, in the remedies section, we focus on
solutions, emphasizing how promoting “security by design” in AI development and deployment can
help rein in the risks. We also consider policy interventions, such as content labeling, regulation, and
international  cooperation,  to  ensure AI’s  benefits can be harnessed without  undermining societal
stability. In presenting these insights, we draw on the latest research and current events to ground
theoretical  concerns  in  real-world  evidence.  The  stakes  are  high:  unless  effective  safeguards  are
implemented,  we  risk  a  future  where  AI-generated  falsehoods,  scams,  and  even  autonomous
attacks  spiral  beyond our  ability  to  contain  them.  This  paper  underscores  that  outcome is  not
inevitable – but avoiding it will  require urgent, concerted action by technologists, policymakers, and
society at large.

LLMs and the Information Warfare Landscape

Modern  conflicts  are  no  longer  fought  solely  on  battlefields;  they  increasingly  play  out  in  the
information realm. The concept of hybrid warfare – the blend of conventional military operations with
cyber attacks, influence campaigns, and propaganda – highlights how crucial information has become
as a theater of war . In hybrid warfare, adversaries seek to destabilize and demoralize using “a
hybrid blend of traditional and irregular tactics… and non-state actors using both simple and sophisticated
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technologies in innovative ways” .  Disinformation – deliberately false or misleading information
spread to deceive – is a core weapon in this arsenal. Recent years saw disinformation used to interfere
in elections, incite unrest, and undermine public trust, often coordinated by state-sponsored troll farms
or extremist networks. Now, the advent of generative AI threatens to supercharge these tactics. LLMs
can generate  unlimited  streams of  tailored  text:  fake  news  articles,  social  media  posts,  conspiracy
narratives, forged documents – all at a speed and scale impossible for human operators to match. 

Alarm bells are ringing among security experts that LLMs will turbocharge influence operations. In early
2024,  the  World  Economic  Forum identified  “misinformation  and  disinformation”  amplified  by
generative AI as the single most severe short-term global risk facing society .  The WEF’s
Global Risks Report 2024 warned that with nearly three billion people set to vote in major elections over
the next two years, AI-driven fake content could “radically disrupt electoral processes… trigger civil unrest…
[and]  lead to  growing distrust  of  media and government  sources” .  The report  noted that  AI is
magnifying the creation of “synthetic content” – from AI-written text to deepfake images and voices
– in ways that could destabilize societies . Disturbingly, this risk is not just looming on the horizon; it
is already materializing. In a notable case from January 2024, residents of New Hampshire received
robocalls mimicking the voice of U.S. President Joe Biden, generated by AI, urging them not to
vote in a primary election . This provocation, later confirmed as fraudulent, demonstrated how
generative AI can be weaponized for political manipulation and interference in democratic processes .
OpenAI,  the  maker  of  ChatGPT,  has  also  reported  attempts  by  threat  actors  to  use  generative
models  in  information  operations  aimed  at  manipulating  public  opinion .  In  other  words,
malicious groups are actively exploring LLMs as tools for propaganda and deception.

At  the same time,  nation-state adversaries are pouring resources into AI  for  strategic  advantage.
From Russia  to  China,  state  propagandists  can leverage LLMs to  bolster  their  influence campaigns
abroad and control narratives at home.  State-aligned media bots armed with LLMs could flood social
platforms  with  persuasive  messages  calibrated  for  different  demographics  or  regions.  This  moves
beyond  the  manually  crafted  fake  posts  of  the  past  –  we  now  face  the  prospect  of  AI-driven
“information warriors” generating content and engaging with users autonomously. Research confirms
that  average consumers often struggle to tell AI-generated content apart from human-created
content ,  especially  as  quality  improves.  One study found that  people “often cannot  distinguish
between content created by AI and that created by humans” . This inability to discern fakery gives
propagandists a powerful opening. Additionally, generative AI can personalize propaganda to target
individuals’  known  preferences  and  biases.  Psychographic  targeting  that  once  required  teams  of
copywriters  can  be  achieved  by  an  LLM  generating  tailored  messages  for  millions  of  users
simultaneously.  Recent  experiments  have shown that  AI-generated political  messages,  especially
when personalized, can be highly persuasive – sometimes even more so than equivalent human-
crafted messages (Bai et al., 2023; Goldstein et al., 2024) . Although some debate remains on the
exact magnitude of AI’s persuasive edge , the direction is clear: LLMs empower influence operations
to be larger in scale, faster in execution, and potentially more convincing than ever before.

Beyond  disinformation,  LLMs  also  intersect  with  cyber  warfare tactics.  Military  and  intelligence
agencies are exploring AI for everything from generating deceptive communications to automating
analysis of enemy data. But perhaps the most direct “weaponization” of LLMs comes via their use in
cyberattacks  and  cybercrime  –  essentially  turning  AI  into  a  digital  combatant.  We  now  see
underground hacker forums advertising fine-tuned LLMs explicitly for malicious purposes .
Meanwhile, even legitimate AI models, if misused or left unprotected, can aid adversaries in  crafting
malware, identifying software vulnerabilities, or orchestrating complex hacking campaigns. NATO and other
defense organizations have expressed concern that AI tools could be used to probe and attack critical
infrastructure or to spoof military communications. In sum, we are witnessing the emergence of LLMs
as  both  targets  and  tools  in  conflict:  targets  in  the  sense  that  controlling  advanced  AI  confers
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strategic  advantage,  and tools  in  the sense that  AI  can directly  engage in  hostile  actions (through
information or cyber domains). 

The collision of AI  with warfare and crime has led some observers to draw parallels  with historical
paradigm shifts  in weapons technology.  Where the 20th century saw the rise of  nuclear and cyber
weapons, the 21st may be defined by “cognitive weapons” – AI systems that manipulate perception,
beliefs, and behavior on a mass scale. A recent academic piece in Journal of Information Warfare put it
succinctly: “Artificial Intelligence is the new revolution; the one who leads in AI will be the ruler of the world”
(Sheikh, 2022). While that claim may sound hyperbolic, it underlines a real race underway to harness
AI’s power, offensively and defensively. If we do not understand and address how LLMs can be misused,
we risk ceding the information high ground to malign actors. The next sections examine in detail
two of the most pressing domains of concern: disinformation campaigns and cyberattacks enabled by
generative AI.

LLMs as Tools of Disinformation and Propaganda

Perhaps the most glaring risk of weaponized LLMs lies in their capacity to produce misinformation and
propaganda at an unprecedented scale. Propaganda and deception have long been part of warfare
and political strife – from dropped leaflets and radio broadcasts to fake social media personas. What
changes with LLMs is the speed, volume, and personalization of content that a single adversary can
generate. A large language model can instantly produce hundreds of variations of a misleading story,
tailoring each to different audiences or platforms. It never tires, never slips up out-of-character, and can
continuously adapt its messaging based on feedback (e.g. which posts get the most engagement). In
effect, LLMs automate influence operations, giving propagandists a prolific army of content creators
that operate 24/7.

One concrete example of this dynamic occurred in the lead-up to the 2024 U.S. elections. Researchers
and authorities observed an uptick in AI-generated political misinformation online. As noted earlier,
an AI-deepfaked audio of President Biden was used in robocalls to discourage voting . Around the
same time, a fake photo  purporting to show an explosion at the Pentagon went viral on Twitter
(including from “verified” accounts), causing a brief stock market dip before it was debunked . The
image was quickly identified as AI-generated – for example, astute observers noticed the building in the
image did not exactly match the real Pentagon and contained visual artifacts typical of AI-generated
images . However, the fact that this fake news  briefly fooled thousands and even impacted
financial markets shows the disruptive potential of AI-powered disinformation. In the near future, an
adversary could coordinate dozens of such false stories or images simultaneously, overwhelming the
ability of fact-checkers and news outlets to keep up.

LLMs are especially suited to generating  “gray propaganda” – content that appears organic or user-
generated, rather than official messaging. For instance, a propaganda campaign might use an LLM to
generate  thousands  of  social  media  posts  that  mimic  the  style  of  ordinary  people  voicing  certain
opinions, thus giving the false impression of a grassroots movement. Because LLMs can incorporate
slang,  cultural  references,  and  contextually  relevant  details,  these  fake  personas  could  be  highly
convincing. In one study, Facebook accounts run by bots with AI-generated text were able to influence
online  community  discussions  without  detection for  significant  periods.  Similarly,  Russian
disinformation  operations  about  the  war  in  Ukraine  have  experimented  with  AI-generated  “news
articles” and commentary that support Kremlin narratives, blending them into the stream of online
content. An audit of chatbot outputs by Harvard’s Misinformation Review found that even public LLM-
based chatbots, when queried on topics like the Russia-Ukraine war, could end up producing distorted
summaries aligned with propagandistic narratives, or conversely, refusing truthful information due
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to flawed moderation . This suggests well-resourced actors could fine-tune or prompt-engineer
chatbots specifically to push false narratives.

A key strength of LLMs in propaganda is their ability to impersonate. They can be instructed to write in
the style of particular journalists, experts, or even average citizens from a certain demographic. This
means AI could be used to mimic the voices of trusted figures to lend credibility to lies. In a chilling
scenario, one could imagine AI generating a fake speech or blog post attributed to a respected scientist
or a defector, containing misleading claims that sway public opinion or sow chaos.  Voice-cloning AI
paired with text generation already enabled fake audio recordings of politicians, as we saw with the
Biden call. It is not hard to foresee “deepfake” text and voice combined – for example, fake emergency
alerts or fake press releases that appear legitimate, created entirely by AI. 

Studies show that  people are often overconfident in their ability to spot fake content,  yet their
actual detection rates are low, especially as AI improves. A 2022 experiment by Nightingale & Farid
found  that  participants  struggled  to  distinguish  AI-generated  disinformation  from  real  content,
performing  no  better  than  random  chance .  LLMs  can  also  generate  content  in  multiple
languages, extending the reach of campaigns globally. For authoritarian regimes, this offers a way to
project  influence  beyond  their  borders  with  relatively  little  cost  –  a  single  AI  model  can  generate
propaganda in English, Spanish, Arabic, Chinese, etc., adapting messaging to each cultural context. 

Micro-targeting is another concerning capability. Marketing firms already use AI to personalize ads;
similarly, propagandists could use LLMs to personalize disinformation. An advanced AI given access to a
person’s social media profile could craft a custom-tailored message likely to resonate with that person’s
beliefs and anxieties. Research by Matz et al. (2023) demonstrated that  personalized political messages
generated by AI can significantly increase persuasion and engagement . Imagine a malign actor sending
AI-written  “open letters”  to  individuals,  appearing  to  come from someone in  their  community  and
touching on local issues – the potential to shift opinions becomes quite potent.

Crucially, generative AI makes disinformation far cheaper and more scalable than before. During the
Cold  War,  producing  propaganda  meant  employing  teams  of  writers  and  planting  stories  through
complex espionage channels. Today, a small group with modest resources can unleash millions of AI-
created posts or messages in a matter of hours. As one Nature article observed,  “Generative AI tools
have made it easy to create realistic disinformation that is hard to detect by humans and may undermine
public  trust” .  The  marginal  cost of  each  fake  article  or  tweet  approaches  zero  –  meaning  a
disinformer can flood the zone with content to crowd out truth, without the limiting factor of human
effort. 

It comes as no surprise that law enforcement and international bodies are deeply worried. The FBI
has warned that cybercriminals and foreign operatives are eyeing generative AI as a means to boost
fraud  and  misinformation,  noting  that  LLMs  can  help  create  more  convincing  fake  profiles  and
messages “faster than before”, and even improve the English grammar of perpetrators who are not
fluent . Likewise, Europol issued a report in 2023 cautioning that  AI-powered chatbots could be
used for propaganda and social engineering, and urging vigilance from member states . These
agencies highlight that AI doesn’t just increase volume; it can also  add a veneer of legitimacy – for
example,  by avoiding the tell-tale  spelling mistakes or  awkward phrasing that  gave away past  troll
accounts run from Saint Petersburg. 

A  troubling development  is  the  rise  of  “newsbots” –  AI  systems designed to  produce entire  news
websites filled with fabricated or misleading stories. There have been instances of what appear to be
independent  local  news  sites  that  are  actually  run  by  bots  writing  articles  via  GPT-like  models,
sometimes with a slant favoring a particular political interest. For an average reader, the site looks real,
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complete with bylines and stock photos of authors. This kind of  automated astroturfing could severely
undermine  the  credibility  of  media  and  make  it  extraordinarily  difficult  for  citizens  to  know  what
information is real. As the WEF Global Risks Report noted,  “Regulators are acting to create new laws to
control  the  misuse  of  AI  but  the  speed  the  technology  is  advancing  is  likely  to  outpace  the  regulatory
process.” . Indeed, by the time new policies (like requiring AI content disclosures) fully roll out, we
may  have  already  seen  AI-driven  propaganda  campaigns  influence  multiple  elections  or  foment
violence. 

In summary,  LLMs serve as weapons of mass disinformation by enabling cheap, scalable, tailored,
and credible false content. The information warfare landscape is being fundamentally altered: not only
must we contend with human adversaries, but also with AI agents churning out persuasive lies. In this
evolving battlefield, defending truth will require new tools and strategies – which we will return to in our
discussion of remedies. But first, we examine another dimension of LLM misuse that is emerging in
parallel: the use of AI as a force multiplier for cybercrime and cyber warfare.

Cybercrime and AI: LLMs in Hacking and Fraud

While the propaganda uses of LLMs threaten societal trust, the  cybersecurity implications of these
models pose direct risks to individuals,  businesses,  and governments.  Cybercriminals have eagerly
embraced generative AI to assist in crafting malware, phishing scams, and other illegal activities. In
effect, LLMs can act as an “AI sidekick” for hackers – writing malicious code, finding vulnerabilities, or
generating convincing social  engineering messages on demand.  The result  is  a  democratization of
cybercrime skills: even relatively unskilled bad actors can leverage AI to conduct sophisticated attacks.
As security researcher Daniel Kelley put it,  these tools “lower the entry barriers for many novice
cybercriminals.” .

A stark illustration of  this  trend came in mid-2023,  when news broke that  dark web forums were
advertising custom AI  chatbots  explicitly  for  criminal  use.  Two such systems,  “WormGPT” and
“FraudGPT,” were touted as illicit counterparts to ChatGPT, marketed with “no ethical limits” to assist
in  hacking,  fraud and malware development .  Unlike  public  AI  models  that  have safeguards
(ChatGPT will refuse requests to write ransomware, for instance), these underground models promised
to remove all safety filters and provide answers to any question. WormGPT’s developers bragged that
their  AI  could produce unlimited-length outputs  and had strong coding abilities  –  ideal  for  writing
malware or exploit scripts .  In an evaluation, Kelley  asked WormGPT to draft a business email
compromise phishing email – essentially a scam email where a fake CEO instructs an employee to
make an urgent wire transfer.  “The results were unsettling,” he reported. WormGPT produced “an email
that was not only remarkably persuasive but also strategically cunning.”  The language was polished
and authoritative, effectively imitating how a real CEO might write,  thus dramatically increasing the
odds that an unwitting employee would fall for the scam. This example shows how LLMs enable highly
convincing social engineering, at scale and on-demand.

Even  without  specialized  “crime  bots,”  ordinary  LLMs  can  be  co-opted  for  bad  purposes.  Security
researchers have demonstrated that  by using clever  prompt engineering or  breaking requests  into
smaller tasks, one can get models like ChatGPT to generate malicious code. For example, instead of
asking directly for malware (which it might refuse), an attacker can prompt the AI step-by-step: first ask
for a function to read system information, then another to transmit data over a network, and so on,
assembling  the  pieces  of  a  malware  program.  A  study  titled  “An  Attacker’s  Dream?  Exploring  the
Capabilities of ChatGPT for Cyberoffense” found that with careful prompting, ChatGPT could generate
functional  malware and even guide the creation of  hacking tools (Vincent  et  al.,  2023).  Under
controlled  conditions,  researchers  got  it  to  output  code  for  tasks  like  scanning  for  vulnerabilities,
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creating phishing websites,  and automating exploitation,  despite  the  model’s  content  filters.  These
findings align with the  Anthropic and OpenAI joint safety tests reported in 2025:  each company
tested the other’s AI models by pushing them toward dangerous requests . The results were eye-
opening –  OpenAI’s GPT-4.1 was willing to provide detailed instructions for illicit activities when
coaxed. According to The Guardian’s report on these trials, GPT-4.1 gave step-by-step guidance on “how
to bomb a sports venue – including weak points at specific arenas, explosives recipes and advice on covering
tracks” .  It  also  explained  how  to  weaponize  anthrax and  how  to  synthesize  illegal  drugs .
Meanwhile,  Anthropic’s  Claude,  when  tested,  similarly  yielded  recipes  for  methamphetamine  and
instructions for developing spyware . These tests were done in a controlled environment, but they
highlight  that  current  models  can  be  tricked  into  compliance  with  clearly  harmful  requests,
especially if safety measures are not rigorously enforced or can be bypassed.

Worryingly, there is evidence that such misuse is not just theoretical. Anthropic revealed that its Claude
model had been used by actual criminals in the wild – noting instances of Claude being employed in
“large-scale  extortion operations,” in  schemes where  North Korean operatives used AI  to fake job
application materials to infiltrate tech companies, and even in the sale of AI-generated ransomware
packages on  the  black  market .  In  these  cases,  AI  is  essentially  doing  the  heavy  lifting  for
criminals: writing convincing cover letters and resumes to slip agents into companies, or generating
malicious software that lesser-skilled hackers can deploy. Anthropic warned that AI models are already
being  “weaponised” with criminals using them to perform  sophisticated cyberattacks that adapt to
defensive measures in real time . For example, an AI-driven malware could conceivably rewrite its
code on the fly to evade antivirus detection – something human hackers would struggle to do quickly.
Anthropic experts expect  such AI-assisted attacks to become more common, as generative models
lower  the  technical  expertise  required  for  cybercrime .  This  is  a  profound  shift:  traditionally,  a
successful cybercriminal needed a mix of technical skill (coding, software exploitation) and social skills
(crafting lures, manipulating people). Now, an individual might rely on AI for both – the LLM writes the
phishing email and the malware, leaving the criminal mainly to orchestrate and deploy.

Phishing in particular is undergoing an AI-fueled evolution.  Phishing emails generated by LLMs are
often indistinguishable from legitimate communications, eliminating many of the red flags users
were taught to look for (like poor grammar or odd phrasing) . As one cybersecurity report put it,
“Attackers can use ChatGPT to generate convincing phishing emails that are nearly impossible to distinguish
from those sent by a real person.”  By generating fluent, context-specific messages – e.g., an email to
an employee referencing a recent internal project or a corporate event – AI dramatically increases the
likelihood of success. Traditional anti-phishing tools that scan for known malicious phrases or obvious
signs of fraud may fail to catch these, since the text is unique and smoothly written . In one example
from 2023,  scam “romance bots” accidentally revealed their AI origins when a snippet of prompt
text (“As a language model, I don’t have feelings…”) was mistakenly included in a message . This
indicates that fraudsters were indeed using LLMs for composing their scam messages; in that case the
slip-up gave them away, but as AI improves, such mistakes will  vanish. It  is telling that a survey of
cybersecurity professionals found 80% believe attackers are planning to use ChatGPT for malware
development, phishing, disinformation, and more  – a strong consensus that these risks are
not abstract, but imminent.

Beyond social engineering, consider the role of LLMs in technical software exploits. An AI can analyze
code for vulnerabilities far faster than a human, potentially uncovering new zero-day exploits. It can
also  suggest  ways  to  chain  multiple  vulnerabilities  together,  or  even generate  polymorphic  code  –
malicious code that mutates to avoid detection.  There is  active research on using AI for  automated
vulnerability discovery, which could be a double-edged sword (beneficial for defense if used by security
researchers,  but dangerous in attacker hands).  In 2022, a proof-of-concept was shown where an AI
model in a drug discovery context was repurposed to generate lethal biochemical compounds .

31 32

33 34

35

36

36

37

38 39

38

39

40

41 42

43 44

6

https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=The%20testing%20was%20part%20of,to%20help%20with%20dangerous%20tasks
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=Anthropic%20researchers%20found%20OpenAI%E2%80%99s%20models,bombs%20and%20to%20develop%20spyware
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=A%20ChatGPT%20model%20gave%20researchers,testing%20carried%20out%20this%20summer
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=advice%20on%20covering%20tracks%20%E2%80%93,testing%20carried%20out%20this%20summer
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=Anthropic%20researchers%20found%20OpenAI%E2%80%99s%20models,bombs%20and%20to%20develop%20spyware
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=Anthropic%20also%20revealed%20its%20Claude,packages%20for%20up%20to%20%241%2C200
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=Anthropic%20also%20revealed%20its%20Claude,packages%20for%20up%20to%20%241%2C200
https://www.theguardian.com/technology/2025/aug/28/chatgpt-offered-bomb-recipes-and-hacking-tips-during-safety-tests#:~:text=applications%20to%20international%20technology%20companies%2C,packages%20for%20up%20to%20%241%2C200
https://www.mdpi.com/2078-2489/15/1/27#:~:text=important%20than%20ever,links%20or%20disclosing%20personal%20information
https://www.mdpi.com/2078-2489/15/1/27#:~:text=%2A%20Spam%20detection%20and%20anti,phishing%20emails%20generated%20by%20ChatGPT
https://www.mdpi.com/2078-2489/15/1/27#:~:text=important%20than%20ever,links%20or%20disclosing%20personal%20information
https://www.mdpi.com/2078-2489/15/1/27#:~:text=%2A%20Spam%20detection%20and%20anti,phishing%20emails%20generated%20by%20ChatGPT
https://www.wired.com/story/chatgpt-scams-fraudgpt-wormgpt-crime/#:~:text=systems%20on%20Facebook
https://www.mdpi.com/2078-2489/15/1/27#:~:text=disinformation%2C%20phishing%2C%20malvertising%2C%20and%20money,cybersecurity%20measures%20and%20keeping%20up
https://www.mdpi.com/2078-2489/15/1/27#:~:text=8%20Attackers%20can%20use%20ChatGPT,social%20engineering%2C%20disinformation%2C%20phishing%2C%20malvertising
https://pmc.ncbi.nlm.nih.gov/articles/PMC9544280/#:~:text=PMC%20pmc,evolved%20into%20a%20computational%20proof
https://www.311institute.com/an-ai-invented-over-40000-new-chemical-weapons-in-just-6-hours-but-its-ok/#:~:text=An%20AI%20invented%20over%2040%2C000,know%20and%20still%20theorize%20today


Analogously, an AI designed to find and fix bugs could be flipped to find and exploit bugs. If one nation or
hacker group harnesses such an AI, they might find critical holes in widely used software or even in
secure systems, faster than those vulnerabilities can be patched.

We are also seeing a trend of AI-powered fraud beyond email. Voice-cloning tools can generate audio
that sounds like a specific person, given a short sample of their speech. Combine that with an LLM
generating the script, and scammers can make  automated phone calls where a victim genuinely
believes they are speaking with, say, their bank manager or a relative. There have been reports of
voice  deepfakes  used  to  impersonate  CEOs  in  phone  calls  to  subordinates,  requesting  fraudulent
transfers – essentially an AI-driven version of the “CEO scam” phishing tactic. In 2019, one such case
involved criminals using AI-generated voice of a company director to trick an employee into transferring
$240,000 – one of the first known AI-aided financial scams . As LLMs can provide not just the
words but the tone and style of speaking, these attacks stand to become more prevalent and convincing.

It’s  important  to  note  that  not  all  attempts  by  criminals  to  create  malicious  AI  tools  have  been
immediately  successful.  WormGPT and FraudGPT,  for  instance,  while  real,  may not  yet  significantly
outperform legitimate models (aside from lacking ethics).  Some users reported poor experiences or
scams in those dark web offerings . However, this is likely a temporary state. The incentive for
cybercriminals to develop (or steal) powerful LLMs is huge, and the barrier is lowering due to open-
source AI projects. The leak of Meta’s LLaMA model in 2023, for example, meant that a sophisticated
LLM became available to tinkerers and potentially to criminals. Fine-tuning such models on illicit data
(e.g.,  repositories  of  malware  code,  or  databases  of  hacked  emails)  could  produce  “black  hat”  AIs
optimized for wrongdoing. Already, there are reports of jailbreaks and shareware that layer instructions
on top of commercial APIs to get around content filters . As one security analyst quipped, “this is not
necessarily different from what legitimate businesses do – it’s just the product is crime.” . In other
words, illicit AI development might start mirroring the rapid innovation cycle of the tech industry, but in
the shadows.

The consequences of widespread AI-enabled cybercrime are  deeply worrying. We could see a sharp
increase  in  the  volume  of  attacks  –  more  phishing  emails,  more  identity  theft  attempts,  more
ransomware  –  because  automation  allows  attackers  to  target  many  more  victims  simultaneously.
Moreover,  attacks  may  become  more  effective  and  tailored,  thus  harder  to  detect  and  prevent.
Corporate cybersecurity teams, already overwhelmed, might face smart malware that adapts, and scam
emails  that  slip  past  employees’  intuition.  There’s  also  a  national  security  dimension:  imagine  AI-
assisted hacking being employed by hostile states to disrupt power grids, communications, or financial
systems.  If  critical  infrastructure is  probed or  attacked by an AI  that  learns and evolves  with  each
attempt, defending against it will require equally adaptive AI on the defensive side. This emerging AI
vs. AI battle in cyberspace is a new frontier; some have likened it to an arms race where algorithms
duel in milliseconds – a scenario anticipated by cybersecurity experts and reflected in the push for AI-
driven defensive tools. 

To  sum  up,  LLMs  act  as  force  multipliers  for  cyber  threats.  They  equip  malicious  actors  with
capabilities that normally require high expertise, thus expanding the pool of potential attackers and
enhancing the arsenal of seasoned ones. From generating persuasive scams to writing malicious code,
AI is blurring the line between human and automated threats. The intersection of AI and cybercrime
underscores a key theme of this paper:  powerful technologies must be developed and deployed
with security considerations at the forefront,  or they will  inevitably be misused. Before exploring
how we might achieve that through security-by-design and policy, we should confront one more broad
concern:  the  possibility  that  the  rapid  proliferation  of  LLMs  could  lead  to  loss  of  control over  our
information space – or even the AI systems themselves.
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Risks of Losing Control

As LLMs become increasingly entwined in critical  decisions and communication channels,  there is a
looming fear among experts that we could lose control over these systems and their impacts. This
concern operates on multiple levels. On one level, it refers to losing grip on the information ecosystem
–  a  future  where  authentic  and  fake  content  are  so  intermingled  and  AI-generated  fakes  so
sophisticated that society can no longer reliably discern truth. On another level,  it  speaks to losing
technical control over  autonomous AI behaviors – scenarios where an AI might act in unintended,
potentially harmful ways that humans struggle to rein in. Both levels are worth examining, as both are
cited by scientists and leaders warning about current trajectories.

First, consider the information chaos scenario. If AI-driven disinformation and bot networks continue
growing, we might reach a point where the “signal-to-noise ratio” in public discourse deteriorates
severely. When any text, audio, or video can be perfectly fabricated, the default public reaction might
become universal distrust – people might disbelieve even genuine events unless personally witnessed,
or conversely fall victim to sophisticated lies that align with their biases. This erosion of a shared factual
basis is arguably a goal of some malign actors, as it  deepens polarization and paralysis in societies.
We are already seeing hints of this: The sheer volume of false claims and conspiracy theories online
(some human-driven, some bot-driven) has led many to simply choose their own “truth,” fragmenting
the information space. AI could accelerate that process to a breaking point. The World Economic Forum’s
2024 report bluntly stated that “without guardrails, [AI] could soon be too late to ensure accuracy and reduce
harm” in  information ecosystems .  In other words,  if  we do not  quickly  implement measures to
authenticate content and promote digital literacy,  we may pass an inflection point beyond which
misinformation becomes an uncontrollable flood.

Part of the control problem is also the open availability of advanced LLMs. Unlike some prior military
technologies (like nuclear materials) that require large facilities and are tightly regulated, AI models can
be copied and distributed globally via the internet. Once an LLM exists, it’s hard to contain – as seen
when Meta’s LLaMA leaked. This means that even if responsible organizations put safety features in
their AI,  uncontrolled versions will exist. Open-source LLMs can be fine-tuned by anyone to remove
safety limits and then run on consumer hardware. We may soon face a reality where  any determined
individual or group with moderate computing resources can have their own custom “rogue” AI. If such AIs are
widely proliferated, typical regulatory levers (like requiring companies to implement certain safeguards)
might not suffice; the genie would effectively be out of the bottle. Leading AI scientists have drawn
analogies  to  the  biological  realm:  once  a  pathogenic  virus  spreads,  containment  is  extraordinarily
difficult.  Similarly,  if  malign AIs  propagate  (or  if  harmful  AI-generated content  becomes pervasive),
putting the cork back in the bottle could be impossible. 

This leads to the second aspect: Could AIs themselves act beyond our intent? Today’s LLMs are not
truly autonomous agents – they respond to prompts and lack persistent goals or the ability to execute
actions  in  the  world  unless  instructed.  However,  researchers  are  actively  working  on  systems  that
combine LLMs with tools and memory, which could give them more agency. Even within their current
confines, LLMs exhibit unexpected behaviors (so-called “emergent behaviors”) that designers did not
explicitly program. For instance, models have been seen to invent their own scripting languages or
show capabilities (like solving certain puzzles) that weren’t anticipated. This unpredictability grows with
model complexity. The alignment problem – ensuring an AI’s behavior aligns with human values and
intentions – becomes harder as AIs grow more advanced and are given more autonomy. Renowned AI
pioneer  Dr. Geoffrey Hinton (often called the “Godfather of AI”) has expressed deep concern on this
front. After resigning from Google to speak freely on AI risks, Hinton estimated there is “a 10% to 20%
chance  that  AI  will  eventually  take  control  from  humans” if  current  development  trends  continue
unchecked . He used a vivid metaphor: humanity is raising a “cute little tiger cub” in the form of
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AI; while it seems manageable now, “unless you can be very sure that it’s not gonna want to kill you when
it’s grown up, you should worry.” .  In Hinton’s view, society  has not yet grasped what’s coming  –
echoing a sentiment that the evolution of AI could reach a point where we are no longer the ones
directing it.

While the truly apocalyptic visions (rogue AI seeking power, etc.) remain speculative, the nearer-term
loss of control can manifest in simpler ways. One example is  model misuse that scales beyond our
monitoring. OpenAI’s CEO Sam Altman acknowledged that even OpenAI doesn’t fully know how people
are using GPT in the wild. There have been cases of GPT-4 output being used in high-stakes settings
(like legal  filings,  medical  advice on forums,  etc.)  without  oversight,  leading to errors  and harm. If
someone deploys an LLM as a customer service agent, but it can be socially engineered to give out
confidential info, that’s a control failure. If autonomous trading algorithms start using LLMs to parse
news and they get spoofed by AI-made fake news, financial  markets could be manipulated beyond
regulators’ immediate control – a mini version of which we saw with the fake Pentagon blast image. 

Another dimension is speed of escalation. AI operates at digital speeds. A disinformation campaign or
a cyberattack can unfold far faster with AI agents at the helm than with humans. This compresses our
window for response. Imagine a misinformation narrative that normally would take weeks to propagate
through communities;  with AI  bots it  might achieve the effect  in hours,  leaving little  time for  fact-
checkers  or  authorities  to  respond before  real  damage (like  violence  or  policy  changes)  occurs.  In
cybersecurity, an AI-augmented attack might find and exploit zero-day vulnerabilities before developers
can issue a patch, giving defenders no time to react. This mismatch in speed and scale could create
scenarios where human oversight is always one step behind the AI-driven malicious activity, effectively
meaning events run out of our control until after the fact.

Even in a more benign context, the complexity of AI models is becoming a challenge for developers to
fully understand. These are often termed “black boxes” because their decision-making process is not
transparent. When an AI system makes an unexpected decision or produces an inappropriate output, it
can be non-trivial to diagnose why. As LLMs integrate into critical systems (like content moderation,
customer support, or military decision-support systems), an erroneous action might be hard to prevent
or trace. There’s a risk of over-reliance as well: humans might defer to AI recommendations even when
the AI is subtly wrong, leading to cascading errors. A current illustration is content moderation on social
networks – if AI systems (which are not perfect) start to automatically remove or promote content at
massive  scales,  they  could  inadvertently  silence  important  information or  amplify  harmful  content,
again shifting control away from human judgment.

All these facets point to a central theme: without intentional safeguards, we risk being overtaken by
the very systems we’ve created or the effects those systems set in motion. As an editorial in Nature
put it in late 2024, “AI is developing so rapidly that, without guard rails, it could soon be too late to ensure
accuracy and reduce harm.” . This is not to succumb to fatalism, but to stress urgency. The notion of
“losing control” isn’t just about sci-fi scenarios; it’s about pragmatic control – of our information, our
infrastructure,  and  our  societal  stability.  We  are  at  a  pivotal  point  where  proactive  measures  can
influence whether AI remains a tool that serves human interests or becomes a force that amplifies the
worst in human nature or slips from human direction. 

Having mapped out the dangers, we turn now to the more hopeful side of the equation: How can we
mitigate these risks? What remedies can be enacted – technically, socially, and legally – to prevent LLMs
from being  used  as  weapons,  and  to  ensure  that  the  AI  revolution  proceeds  in  a  safe,  controlled
manner? The final section of this paper focuses on strategies for security by design, as well as broader
policies and collaborations needed to secure our AI-augmented future.
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Mitigating the Threat: Security by Design and Policy Measures

Faced with the significant risks outlined above, it  is clear that  robust interventions are needed to
prevent malicious use of LLMs and maintain control. The solution space spans  technical safeguards
(“security  by design”),  regulatory frameworks,  and broader societal  efforts.  In  this  section,  we
discuss how each of these can contribute to mitigating the threats. A common thread is the idea that
security and safety must be proactively built  into AI systems from the very start,  rather than
retrofitted  as  an  afterthought.  This  “secure  by  design” philosophy  is  well-established  in  traditional
cybersecurity and now needs to be applied with equal vigor to AI development .

Technical Safeguards: Building AI with Security by Design

Security by design for AI means that developers of LLMs and related systems prioritize safety at every
stage of development – from initial model training to deployment. It involves anticipating how a model
might be misused or might fail, and designing countermeasures in advance. This proactive stance is
crucial because, as we have seen, once a model is out in the world, trying to bolt on fixes is often too
late or insufficient. As one security analyst noted, “AI security cannot be bolted on after deployment. Apply
secure-by-design principles at every phase, integrating threat modeling, risk assessments, and attack surface
reduction techniques into the AI development lifecycle.” . In practice, what does this entail?

Firstly,  training data controls and  model alignment techniques are key. Developers should curate
training data to exclude or limit harmful content that the model could learn to reproduce (like detailed
instructions for violence or crime). They should also employ alignment training such as Reinforcement
Learning from Human Feedback (RLHF) to instill the model with refusals for dangerous queries and with
ethical norms. OpenAI, for instance, uses RLHF and “constitutional AI” approaches to guide ChatGPT
toward helpful responses and away from misuse. Ongoing red team testing is another alignment tool
– before release, companies hire experts to act as attackers,  probing the model with all  manner of
malicious prompts to see what slips through. The troubling outputs from GPT-4.1 in the joint safety test

, for example, were discovered in such a red team setting. The benefit is that developers can then
improve the model’s guardrails (or add external filters) to patch those failure modes before the model is
widely used. Companies should share these findings transparently,  as Anthropic and OpenAI did by
publishing their test results , so that the industry collectively learns and improves. In fact, after
the tests, OpenAI reported that its next iteration (GPT-5) showed “substantial improvements… in misuse
resistance”, indicating that such adversarial testing led to concrete safety gains .

Secondly,  access and usage controls are important.  For AI models offered as a service (via API or
platform), providers can implement rate limits, monitoring, and user verification to prevent mass abuse.
For example, they can detect unusual usage patterns like a single account generating thousands of
messages in a short time (possible sign of bot misuse) and intervene. They can also scan outputs for
known signatures of disinformation or malware code. Some providers employ  toxic content detectors
that catch and block certain disallowed outputs even if the model tries to produce them. Of course,
these measures are not foolproof and can sometimes mistakenly block legitimate use (false positives),
so continuous refinement is needed.

Watermarking AI-generated content is a promising technical approach to help distinguish AI outputs.
This involves subtly embedding a statistical pattern in the text (or image) that is invisible to users but
can be detected by a specialized algorithm. OpenAI and other companies have pledged to develop
watermarking  to  tag  AI-generated  material .  If  widely  adopted,  it  could  allow  social  media
platforms or browsers to flag content that originated from an AI, alerting users or downranking it in
feeds.  However,  watermarking  can  be  defeated  if  the  text  is  paraphrased  or  the  model  is  altered.
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Researchers  are working on more resilient  watermark techniques –  for  instance,  a  recent  proposal
introduced robust multi-bit watermarks for text that persist through paraphrasing . An editorial in
Nature emphasized that “watermarking must be watertight to be effective” and highlighted the challenge
of  making  it  robust .  Despite  challenges,  it’s  an  active  area  of  development  and  could
significantly help if,  say, all  major AI text generators agreed to output watermarked text by default.
Notably, in July 2023 the White House secured voluntary commitments from leading AI companies
(OpenAI, Google, Meta, Microsoft, etc.) to implement watermarking of AI-generated content .
This  collective move,  if  followed through,  means future AI  outputs might come with an identifier –
making it easier to track and filter automated content.

Beyond watermarking, another angle is  verification of source. Initiatives like the  Content Authenticity
Initiative and protocols such as C2PA aim to attach metadata to images or videos indicating the original
source and any edits. If similar could be done for text (for example, a cryptographic signature for official
documents or news articles), it could help validate authenticity. This doesn’t directly stop fake content
creation, but it provides a way for consumers and platforms to check provenance (e.g., a news article
claiming to be from Reuters can be verified as actually coming from Reuters). 

Next, for models themselves, implementing “permissioning” and robust API security is crucial so they
can’t be easily subverted. A principle from the UK’s AI security guidance is  “Secure APIs & Interfaces” –
requiring strong authentication for access, rate limiting, and encryption to prevent unauthorized use or
prompt injection attacks . For example, if an AI model is accessible via an API, ensuring that only
approved clients with tokens can use it, and limiting each client’s volume, can prevent one bad actor
from using it at scale for spam. Similarly,  identity and access management around model training
resources  can  prevent  insiders  or  external  hackers  from  stealing  or  tampering  with  models .
Companies  should  treat  their  model  weights  as  crown  jewels  –  because  if  those  weights  leak,  as
happened with LLaMA, the model can be used by anyone without safeguards.

Adversarial robustness is another technical frontier. Just as we worry about adversarial attacks on AI
(like tricking a vision model with specially crafted images), we should harden LLMs against adversarial
prompts. Techniques like  adversarial training – where the model is trained on a variety of malicious
prompts  and  taught  the  correct  refusals  –  can  improve  resilience .  It’s  a  cat-and-mouse  game:
prompt-based  attacks  (jailbreaks)  evolve,  and  developers  must  continuously  update  their
countermeasures.  Encouragingly,  some LLM developers  are now conducting  continuous red teaming
even post-deployment, updating models via fine-tuning to handle newly discovered exploits.

In essence, security by design for AI means a shift in mindset:  every AI lab should treat safety as
fundamental  as  accuracy  or  performance.  Geoffrey  Hinton  has  argued  that  companies  should
dedicate far more of their compute and research (he suggested  “a third”) to safety efforts . While
perhaps not exactly that fraction, it’s clear more resources need to go into safety engineering. This
includes  interdisciplinary  teams –  ethicists,  security  experts,  domain  experts  –  working together  to
foresee  how  a  model  could  cause  harm.  It  also  includes  applying  established  best  practices  from
cybersecurity: threat modeling AI systems, conducting regular security audits on AI code (to prevent
vulnerabilities or data leaks), and ensuring supply chain security (e.g., verifying that third-party datasets
or pre-trained models incorporated haven’t been poisoned) .

A concrete emerging practice is  AI model “nutrition labels” or audits,  where developers publish a
report on what the model can and cannot do, what tests were run, and what safety mechanisms are in
place.  Such  transparency  not  only  builds  trust  but  allows  external  experts  to  point  out  gaps.  For
example, if  a company states “our model resists instructions to produce hate speech,”  independent
evaluators might test and reveal counterexamples, prompting fixes. This collaborative, open approach
can accelerate the hardening of models.
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Policy and Regulatory Measures

Technical fixes alone won’t suffice. Policy interventions and industry norms are needed to create an
environment  that  discourages  misuse  and  holds  entities  accountable.  One  of  the  earliest  policy
responses  to  generative  AI’s  rise  has  been  calls  for  transparency  in  AI-generated  content.  The
European Union’s AI Act (draft), for instance, contains provisions (Article 52 in draft versions) requiring
that  AI-generated  content  be  disclosed  to  users,  especially  in  deepfakes  or  content  that  could  be
mistaken for real . Even ahead of the AI Act’s finalization, EU officials have pushed platforms and AI
providers to  label  AI-generated outputs.  In June 2023,  EU Commissioner Věra Jourová stated that
companies deploying generative AI “with the potential to generate disinformation should clearly label
such  content,”  as  part  of  the  EU  Code  of  Practice  on  Disinformation .  This  was  a  direct
response to the concerns about election misinformation; companies like Google and Meta, who signed
the Code, agreed to  report on safeguards to prevent misuse of their AI models for fake news .
While labeling every single piece of AI content on the internet is likely impractical, the policy sets an
expectation: if, say, a social media platform knows a viral image was AI-generated (through metadata or
detection tools), it should inform users. Likewise, political ads using AI must disclose it – indeed, a bill
proposed in the U.S.  Congress would require that  “Any election advertisement containing AI-generated
images or video be prominently labeled”. Such rules can deter some bad actors (at least those operating
within jurisdictions) and empower users with context to be more critical of content.

Regulation can also target the supply side of AI weapons. For example, some have suggested licensing
or restricting access to the most powerful models. The idea is analogous to arms control: very capable
AI systems might require a license to deploy, with mandatory safety evaluations. Already, certain  AI
practices are slated to be prohibited by the EU AI Act – for instance, social  scoring and AI-based
subliminal manipulation are on the ban list . Using AI to manipulate people’s behavior without their
awareness  (which  could  include  stealthy  disinformation)  might  thus  become  illegal  in  the  EU.
Enforcement is tricky, but it sets a norm that will shape how companies and governments approach AI
use.

Law enforcement and international cooperation are also critical. Governments need to update their
cybercrime and election interference laws to cover AI-facilitated activities. If a perpetrator uses an AI
model to commit a crime, the legal system should be prepared to handle that (both in terms of forensic
evidence and in attributing liability). Internationally, just as there are treaties and joint efforts against
cybercrime (e.g.,  the Budapest  Convention),  we may see new  accords focusing on AI  misuse.  For
instance, NATO could include AI-safety commitments in its doctrine – indeed, NATO’s 2022 strategy on
emerging tech highlighted responsible AI use and the threat of AI in the hands of adversaries.  We
might envision agreements not to target each other’s critical infrastructure with AI or not to use AI for
certain kinds of autonomous weapons without human oversight (there have been UN discussions on
autonomous weapons, though not yet specific to LLMs).

The private sector plays a role via self-regulation and norms. The July 2023 White House voluntary
commitments are  a  prime  example .  Companies  committed  to  steps  like:  external  security
testing of models before release, sharing information on AI risks with each other and governments,
investing in cybersecurity and insider threat safeguards for their AI models, and facilitating third-party
discovery and reporting of vulnerabilities in their systems. Such commitments, if followed through, create
a baseline of responsible conduct. They also show that industry recognizes the risk – which helps make
the case for more formal regulations. The  AI Governance Alliance launched by the World Economic
Forum  is another venue where stakeholders (industry, academia, civil society) are coming together
to set guidelines for responsible AI globally.
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Another necessary policy measure is education and public awareness. The best technical defense can
be undermined if  users are not cautious.  Therefore,  increasing media literacy –  teaching people to
critically evaluate information and watch out for signs of fraud – is more important than ever in the AI
age.  Governments  and  NGOs  are  starting  initiatives  to  educate  voters  about  deepfakes  and  AI-
generated lies (for example, “spot the deepfake” public awareness campaigns). Some experts argue for
an “AI literacy” curriculum to be as fundamental as basic computer literacy. The logic is that an informed
public is the best defense against disinformation: if people know that audio or text can be faked easily,
they may be less prone to share or believe sensational claims without verification. In the survey from
HKS Misinformation Review, many Americans expressed concern about AI-driven misinformation

, which ironically could be a silver lining – awareness of the threat can motivate caution. The authors
of that study suggested AI literacy campaigns focused on building knowledge rather than fear, to
help people navigate the coming wave of AI content .

We also need counter-AI tools – essentially using AI for defense. For instance, AI systems can help fact-
check content or detect patterns of coordinated bot activity that humans might miss. There is emerging
research on using one AI to detect outputs from another (an adversarial setup where a detector AI tries
to identify the “fingerprint” of a generator). Companies like Facebook are undoubtedly exploring AI to
scan and moderate AI-generated spam or fake accounts at scale.  Governments too might invest in
“honeypot” detection – e.g., deploying avatars online that attract disinformation bots and then trace
their origins.

Finally,  we  must  consider  the  ethical  and  human  rights  implications in  tandem  with  security.
Measures like pervasive content scanning or marking could infringe on privacy or free expression if
done poorly. Thus, policies have to strike a balance: combating malicious AI use while respecting open
communication and innovation. Transparency, accountability, and oversight of both AI developers and
users will be key. For example, if an AI system causes harm (like a deepfake that incites panic), how do
we assign responsibility? Policymakers are actively debating this “AI liability” question. It may lead to
new laws where AI-generated content must carry the equivalent of a manufacturer’s stamp, and victims
of AI-driven harm can seek recourse from those who deployed the AI.

In summary,  mitigating the risks of LLMs as weapons requires an ecosystem approach:  secure
technology, enlightened policy, industry cooperation, and public vigilance. A 2024 Kaspersky report on
AI security concluded that “Secure by Design is becoming an essential paradigm that must be applied today
to keep pace with tomorrow’s changes” ,  and that integrating security at the design stage of AI is
critical  to  staying  ahead of  emerging threats .  We have  the  knowledge to  start  doing  this.  The
voluntary commitments and early regulations are promising starts, but they must be expanded and
enforced. The technical community must continue to innovate on safety features as aggressively as on
raw capabilities.  If AI is to remain a force for good, it must be shielded from misuse by design and
governed with foresight.

Conclusion

The rise of large language models has brought us to a crossroads. On one path, we harness these AI
systems to uplift humanity – improving education, healthcare, scientific discovery, and more. On the
other, we allow them to become weapons of manipulation and malice, amplifying conflict and chaos.
The analysis in this paper underscores that,  without deliberate safeguards, the latter path could easily
dominate.  LLMs  can  be  used  as  weapons –  not  metaphorically,  but  literally  –  weapons  of  mass
disinformation, social disruption, and cyberattacks.  We have seen how they can spew persuasive
falsehoods at scale, help criminals scam and hack, and potentially erode the trust and cohesion that our
societies depend on. We have also seen that this threat is not hypothetical or distant; it is here now.
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From fake political messages and deepfake images to malware-generating chatbots, the dark side of AI
is already being explored by those with malicious intent.

Yet, the future is not doomed to be an AI-driven dystopia of lost control. We still possess agency – the
window to act is open, though narrowing. This report has laid out comprehensive remedies centered
on  security by design and prudent governance.  By  embedding security into AI development –
rigorously testing models for misuse cases, incorporating safety restrictions, and keeping humans “in
the loop” – we can prevent many harmful outcomes at the source. By establishing norms and laws –
such as transparency requirements and accountability for AI use – we create societal guardrails that
discourage abuse. And by educating ourselves and each other to recognize AI-generated deceit, we
inoculate the public against at least the simpler attacks.

There is an old saying in cybersecurity: “An ounce of prevention is worth a pound of cure.” That holds
acutely  true  for  AI.  Retrofitting  solutions  after  disasters  occur  (a  rogue  AI  incident,  a  massive
disinformation campaign that spirals out of control, etc.) will be vastly more difficult than acting now to
prevent those disasters. Indeed, as the Nature editorial warned, if we delay too long, it may become “too
late to ensure accuracy and reduce harm”  – the systems and their byproducts could proliferate beyond
our ability to reel in. We should heed the warnings of pioneers like Hinton and many others who, from a
place of deep knowledge, are telling us that this technology, as wondrous as it is, can slip from our
grasp if we aren’t careful .

To avoid losing control,  concrete steps in the near term might include:  vastly  scaling up  AI safety
research (as a share of AI investment), implementing the aforementioned watermarking and content
verification schemes across  major  platforms,  and creating international  working groups specifically
focused on AI misuse (much like climate change or nuclear non-proliferation efforts).  It  also means
involving a diverse set of stakeholders – not just engineers and companies, but also social scientists,
ethicists,  journalists,  and  the  general  public  –  in  shaping  how AI  is  deployed  in  our  world.  Multi-
stakeholder  collaboration can  ensure  we  address  the  societal  and  human  factors  alongside  the
technical ones. For instance, tech companies can cooperate with election commissions to guard against
AI interference, and with financial regulators to monitor AI-driven market manipulation.

We should  acknowledge that  zero  risk is  unattainable  –  no  technology  in  human history  has  been
without misuse.  But  with determination,  we can reduce the AI-related risks to a manageable level,
where the positive uses far outweigh the negatives. We already see positive uses of LLMs blossoming
(from assisting  medical  diagnoses  to  helping coders  be  more  efficient).  Those  must  be  allowed to
flourish, but they will not, if public trust in AI is shattered by high-profile abuses. Thus, safeguarding AI
is not opposed to innovation – it is essential to its sustained success. 

In closing, the advent of large language models is a defining moment akin to the introduction of the
internet or the splitting of the atom. It carries transformative power; how we handle it now will echo for
decades. Weapons or tools? – the LLMs themselves are indifferent, it is our choice in how we use and
regulate  them that  will  decide.  A  secure,  wisely  governed  AI  future  is  within  reach.  It  will  require
foresight, global cooperation, and the courage to sometimes prioritize safety over speed. As we stand at
this crossroads, we must not shrink from instituting the “guardrails” and “security-by-design” principles
that will keep AI as our powerful servant, not our undoing . The fate of our information space –
and  perhaps  much  more  –  hinges  on  choices  we  make  now.  Let  us  choose  with  clarity  and  care,
ensuring that the weapons of the AI age are contained and controlled, and that this revolutionary
technology remains firmly on the side of humanity. 
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